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DEFENSE MANUFACTURING BRIEF

Cybersecurity Requirements
for Defense Manufacturers

What State and Local Officials Need to Know About
CMMC and the Changing Cybersecurity Landscape

The Department of Defense (DoD) is implementing the Cybersecurity Maturity Model Certification
(CMMC) program, which requires every company in the defense supply chain to meet verified
cybersecurity standards before it can win or renew a DoD contract. Phase 2 enforcement begins
in late 2026, and manufacturers that are not certified will be locked out of defense work. For state
and local officials, CMMC is not an abstract federal regulation. It is a market access issue that will
determine whether manufacturers in your region can compete for defense contracts, participate
in programs like the Civil Reserve Manufacturing Network (see Issue #1), or remain in the defense
supply chain at all. The good news: officials who understand the landscape can connect their
manufacturers with assistance that already exists.

Background

For years, the defense industrial base has operated under a self-attestation model for cybersecurity.
The system did not work. A 2019 DoD Inspector General report found widespread noncompliance,
and high-profile breaches of defense contractor networks demonstrated that self-attestation was
insufficient to protect sensitive defense information from adversary intelligence services, particularly
those of the People’s Republic of China.

CMMC replaces self-attestation with verified certification. The program establishes three levels of
cybersecurity maturity, each with progressively more rigorous requirements and assessment methods.
The final rule took effect on December 16, 2024, and DoD began including CMMC requirements in
contracts under Phase 1in early 2025.

CONTROLS ASSESSMENT ESTIMATED COST | WHO NEEDS IT

Level 1 15 controls Annual self-assessment 5,000 - $15,000 Any company handling Federal

(basic cyber hygiene) Contract Information (FCI)
Level 2 110 controls Third-party assessment ~ Companies handling Controlled
(NIST SP 800-171) (C3PAD) $75,000 - §200,000+ Unclassified Information (CUI)

Companies handling the most
sensitive CUI on critical programs

Level 3 110 + 24 enhanced controls Government-led

(NIST SP 800-172) assessment (DIBCAC)  $00000*
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The majority of defense manufacturers will need Level 2 certification. This is the level that applies to
any company handling Controlled Unclassified Information (CUI), which includes technical drawings,
specifications, performance data, and most other non-public information exchanged in the course

of a defense contract. Level 2 requires third-party assessment by a CMMC Third-Party Assessment
Organization (C3PAO), and the assessment fees alone run $30,000 to $70,000 before accounting for
the remediation and infrastructure investments needed to pass.

Phase 2 enforcement, which requires Level 2 certification for applicable contracts, is scheduled to
begin in late 2026. Manufacturers that are not certified by then will be ineligible to bid on or renew
affected contracts. Given that achieving Level 2 compliance typically takes 6 to 18 months depending
on a company’s starting point, the preparation window is closing.

The Harmonization Effort

One source of frustration for manufacturers is that CMMC is not the only cybersecurity requirement
they face. Different DoD contracts can impose different cybersecurity clauses, and the requirements
are not always consistent. A manufacturer holding three contracts might face three overlapping but
slightly different sets of cybersecurity obligations.

Section 866 of the Fiscal Year 2026 National Defense Authorization Act (FY2026 NDAA) directs DoD to
harmonize these requirements by June 1, 2026. The goal is to reduce duplicative and contract-specific
cybersecurity mandates and build a coherent baseline around CMMC. For manufacturers, this is good
news: the landscape should get simpler over time. But harmonization will consolidate around CMMC,
not replace it. Manufacturers who delay CMMC preparation in hopes that the requirement will go away
are making a bad bet.

What This Means for Your Region

CMMC affects an estimated 200,000 companies in the defense supply chain. Many of these are small
and mid-size manufacturers in communities across the country, often operating as Tier 2 or Tier 3
suppliers who may not even think of themselves as “defense companies.” A machine shop in rural Ohio
that makes precision parts for a prime contractor is in the defense supply chain whether it identifies
that way or not, and CMMC applies to it.

For state and local officials, the risk is straightforward: manufacturers in your region that cannot
achieve CMMC certification will lose access to defense contracts. For some, this will mean losing a
revenue stream. For others, it could mean losing their primary customer. The downstream effects on
employment and tax base are predictable.

The cost of compliance is a genuine barrier, particularly for small manufacturers. Level 2 certification
can require $75,000 to $200,000 or more in total investment, including network upgrades, policy
development, staff training, and assessment fees. For a 50-person machine shop operating on thin
margins, that is a significant capital expenditure with no immediate revenue return.

There is a real policy debate about whether CMMC'’s cost is proportional to the cybersecurity risk for
companies that handle only limited CUI. That debate is ongoing, and the harmonization effort under
Section 866 may produce adjustments. But the enforcement timeline is not waiting for the debate to
conclude. Manufacturers who need Level 2 certification should be preparing now regardless of whether
future policy changes reduce the burden.
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What Officials Can Do

If you are a state or local official, you have more levers here than you might assume. The most
immediate and practical actions fall into three categories.

Connect manufacturers with existing assistance. Manufacturing Extension Partnership (MEP)
centers in most states offer CMMC readiness assessments, gap analyses, and remediation planning.
Small Business Development Centers (SBDCs) and Procurement Technical Assistance Centers

(PTACs) can help manufacturers understand their obligations and find qualified consultants. Many
manufacturers, especially smaller ones, do not know these resources exist. State and local officials who
can make the introduction are providing real, tangible value.

Explore state-level financial assistance. Some states have begun creating grant or cost-share
programs to help manufacturers with cybersecurity compliance. Connecticut’s Cybersecurity Adoption
Program, for example, offers grants of up to $35,000 to cover half the cost of CMMC assessment
preparation for in-state manufacturers. If your state does not have a similar program, the question is
whether it should. The cost of helping 20 manufacturers achieve CMMC certification is far less than the
cost of losing those manufacturers from the defense supply chain and the unemployment impact.

Build cybersecurity into workforce development. CMMC compliance is not a one-time event.

It requires ongoing cybersecurity practices, which means manufacturers need employees who
understand basic cybersecurity hygiene, incident reporting, and access control. Community colleges
and workforce boards that incorporate these competencies into their manufacturing programs are
helping their regions stay competitive in the defense market.

Questions to Ask

How many manufacturers in our region hold active DoD contracts or are subcontractors
to defense primes? How many of them are aware of CMMC requirements and the Phase 2
enforcement timeline?

Does our state’s MEP center offer CMMC readiness assessments? If so, how many of our
local manufacturers have used the service? If not, what cybersecurity assistance is available
through our SBDC or PTAC?

Does our state have a grant or cost-share program to help small manufacturers with
cybersecurity compliance? If not, what would it take to create one, and what is the estimated
cost relative to the economic impact of losing defense contract eligibility?

Are our community college and workforce development programs incorporating cybersecurity
competencies into manufacturing curricula? Do they address NIST 800-171 controls
specifically, or just general cybersecurity awareness?

Have we communicated with our congressional delegation about the CMMC compliance
burden on small manufacturers in our region? Are they aware of specific companies that are at
risk of losing defense contracts due to compliance costs?
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Sources and Further Reading

1. CMMC Program Final Rule (48 CFR Part 204), December 16, 2024. The authoritative federal rule
establishing the CMMC program, assessment requirements, and phased implementation timeline.
https://www.federalregister.gov/documents/2024/10/15/2024-22905/cybersecurity-maturity-
model-certification-cmmc-program

2. FY2026 NDAA (Public Law 119-60), Section 866. Statutory direction to harmonize cybersecurity
requirements across the defense industrial base by June 2026. https://www.congress.gov/119/
plaws/publ60/PLAW-119publ60.pdf

3. SBA Office of Advocacy, “CMMC Program Small Business Impacts Roundtable,” February
2026. Summary of small business concerns about CMMC compliance costs and implementation
challenges. https://advocacy.sba.gov/2026/02/24/department-of-war-cybersecurity-maturity-
model-certification-cmmc-program-small-business-impacts-roundtable

4. NIST Special Publication 800-171, Revision 2. The 110 security controls that form the basis for
CMMC Level 2 requirements. https://csrc.nist.gov/publications/detail/sp/800-171/rev-2/final

5. Connecticut Cybersecurity Adoption Program (CAP). Example of a state-level grant program
helping manufacturers with CMMC compliance costs. https://portal.ct.gov/decd/services/
manufacturing-innovation/cybersecurity-adoption-program

6. “CMMC Compliance Costs 2026: Complete Pricing Guide.” CISPoint, January 2026. Industry
analysis of CMMC compliance costs by level, including assessment fees and remediation estimates.
https://cispoint.com/2026/01/26/cmmc-compliance-costs-what-defense-contractors-actually-pay-
in-2026

Related: /ssue #1, “The Civil Reserve Manufacturing Network,” discusses CMMC compliance as
one of three practical challenges facing regions that want to participate in the CRMN. Available at
manufacturingmomentum.org.

About This Series

The Defense Manufacturing Brief Series is published by the Center for Regional Economic
Competitiveness (CREC) through the Manufacturing Momentum initiative. Each brief translates
federal defense manufacturing policy into actionable intelligence for state and local government
officials. To receive future briefs, visit manufacturingmomentum.org.

Need Help Thinking This Through?

The Manufacturing Momentum initiative at CREC works with state and local officials to connect
federal defense manufacturing policy to regional economic and workforce strategy. If you are
working through what CMMC or other defense industrial base developments mean for your
community, we welcome the conversation. Contact us at info@manufacturingmomentum.org.
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